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 Foreword 

 
When it became clear that two CDs containing sensitive data had gone 

missing from the Child Benefit Office in Washington, Tyne and Wear in 

October/November 2007, it gave rise to serious public concern. The transit of 

the CDs to the National Audit Office was clearly compromised by ineffective 

practices and procedures, which meant that an event like this was certain to 

happen – the only question being when. 

Once the data loss came to the attention of senior management at Her 

Majesty’s Revenue and Customs (HMRC), the Metropolitan Police began a 

significant search for the CDs. However, this search failed to recover the 

missing CDs, though it did provide valuable information, which was useful to 

the Commission’s work.  

At the same time, the Chancellor of the Exchequer commissioned Kieran 

Poynter, the Chairman of PricewaterhouseCoopers, to conduct a root and 

branch review of processes and systems as they relate to the handling and 

storage of data within HMRC. I have had the benefit of reading the resulting 

review document and endorse its findings and recommendations, which 

complement this report. 

On behalf of the Independent Police Complaints Commission (IPCC), I was 

made aware of the facts surrounding the data loss through a referral from 

HMRC (in accordance with Schedule 3, paragraph 13 the Police Reform Act 

2002). In light of the seriousness of the event and the high level of public 

interest in the case, I decided that the Commission’s own investigation team 

should investigate this matter in order to establish the facts. 

Three separate investigations were then taking place at the same time, each 

dealing with differing aspects of the incident: 

• the police were conducting a search aiming to recover the CDs 

• the IPCC were looking into the series of events leading up to the loss of 

data and considering whether any criminal conduct or disciplinary 
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offences had been committed by HMRC staff 

• the Poynter review was looking at systemic, organisational and 

management structures that might significantly improve HMRC’s data 

handling performance. 

Collaboration between the three teams worked well, enabling those involved 

to carry out their respective responsibilities efficiently. The teams worked in 

such a way as to avoid duplication of effort and reduce disruption to the Child 

Benefit Office. 

As the IPCC investigation began, it quickly became apparent that to aid the 

speedy recovering of the missing CDs, HMRC had granted its staff limited 

immunities from minor disciplinary action. As well as these, two specific 

immunities from prosecution had been arranged for two members of HMRC 

staff for any inadvertent breach of Section 55 of the Data Protection Act 1998. 

As a result of these immunities having been established, the IPCC 

investigation was able to move at a rapid pace and establish the facts. I am 

happy to clarify that our investigation found no evidence whatsoever of 

misconduct or criminality by any member of HMRC. Rather, it uncovered 

failures in institutional practices and procedures concerning the handling of 

data. 

Our investigation revealed the absence of a coherent strategy for mass data 

handling and, generally speaking, practices and procedures were less than 

effective: 

• there was a complete lack of any meaningful systems 

• a lack of understanding of the importance of data handling 

• a ‘muddle through’ ethos. 

Corporate data handling was clearly woefully inadequate. Staff found 

themselves working on a day-to-day basis without adequate support, training 

or guidance about how to handle sensitive personal data appropriately. While 

an ongoing review of data procedures was being conducted within HMRC at 
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the time of these events, it had not been finalised. Had this internal review 

received a higher priority, this incident may have been avoided. 

Once the data loss was discovered, it is correct to say that steps were taken 

immediately to tighten security. A full review of practice and procedure has 

been carried out. Many reforms have taken place and are continuing as 

improvements are rolled out across the department. We hope that the 

momentum will be maintained.  

Nonetheless, the failings identified by our investigation are significant. 

Because of this, and the high level of public concern about this incident, I have 

provided the Information Commissioner, Richard Thomas, with a copy of this 

report. It raises concerns that he is properly placed to address. 

Gary JR Garland 

Commissioner 

June 2008 
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Introduction 
 1. This report describes the circumstances and events relating to the loss 

by Her Majesty's Revenue and Customs (HMRC) of two CDs, which 

contained the personal details of up to 25 million people in receipt of 

Child Benefit.  

2. The CDs were despatched to the National Audit Office (NAO) in 

London. They were put into the internal post system at the Child 

Benefit Office, Waterview Park, Washington, Tyne and Wear on 18 

October 2007.  

3. This report also outlines the enquiries that the IPCC carried out into 

the circumstances leading up to the loss of the CDs. It includes a 

series of recommendations linked to the principles of the Data 

Protection Act 1998 and, in particular, the role and responsibilities of 

HMRC as a Data Controller as defined by the Act.  

 

Referral 

4. On 8 November 2007, a security breach report was submitted from the 

Information Management Solutions (IMS) section of the Child Benefit 

Office in Washington, Tyne and Wear. The report concerned the loss 

of two CDs, posted by internal post to the NAO in London. The CDs 

were lost and no trace of them has been found. 

5. The two CDs, which were password protected, contained 100 zipped 

files containing approximately 7.5 million records. The records 

contained the details of 25 million people in receipt of Child Benefit. 

6. A police investigation began on 18 November 2007. The objectives of 

the investigation with regard to ‘Terms of Reference’ were as follows: 

•  To deal with this investigation as a public protection issue. 

•  To investigate the circumstances of the disappearance of this 

personal data and by so doing identify its current location in order to 
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reduce the potential for harm and thereby protect the public. 

•  To identify and investigate any criminal offences associated with this 

loss. 

Discipline and data protection issues did not form any part of the terms 

of reference.  

7. On 16 November 2007, after a secure telephone conversation with the 

Regional Director for the Northern Region of the IPCC, a written 

referral was made to the IPCC by the Internal Governance Section of 

HMRC. This outlined the circumstances of the incident. Schedule 3, 

paragraph 13 of the Police Reform Act 2002 states that a referral is 

mandatory if the incident involves 'conduct whose gravity or other 

exceptional circumstances make it appropriate to record the matter'. 

The IPCC considered this to be a serious incident that should be 

treated as a recordable matter.  

 

Type of investigation 

8. Commissioner Gary Garland is responsible for all HMRC cases 

referred to the IPCC. He recognised the gravity of this matter and the 

highly sensitive nature of the information contained on the two lost 

CDs. Therefore, he determined that IPCC involvement was necessary 

in the public interest and this referral was made the subject of an 

independent IPCC investigation. 

9. In the early stages of the IPCC independent investigation, it ran in 

parallel with the Metropolitan Police Service inquiry to trace the 

missing CDs. However, the investigation into the circumstances 

surrounding the loss of the CDs, and any disciplinary or misconduct 

considerations remained with the IPCC, which had primacy. 

10. As well as the investigations carried out by the Metropolitan Police 

Service and the IPCC, a separate inquiry by Kieran Poynter, Chairman 

of PricewaterhouseCoopers, was commissioned by the Chancellor of 

the Exchequer. This involved a root and branch review of the 
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processes and systems associated with the circumstances of the 

incident.  

11. Given the fact that three separate investigations were to take place 

into the same incident, a meeting of all the investigating parties took 

place at New Scotland Yard on 26 November 2007. During this 

meeting, it was agreed that each of the organisations involved would 

concentrate on its own discrete area, collaborating as necessary.  

12. This arrangement worked extremely well. It also meant that the 

investigations were completed quickly and efficiently, which reduced 

the disruption to the ongoing work of the Child Benefit Office 

significantly.  

13. Distinct terms of reference were drawn up and agreed for each of the 

three strands of the investigation.      

 

IPCC independent investigation 

Terms of reference 

14. The terms of reference for the IPCC independent investigation were 

set out as follows: 

15. After the completion of the Metropolitan Police Service investigation 

into the disappearance of two CDs containing significant personal 

data, and into the circumstances of the data loss as a public protection 

issue, and provided that no police investigation is needed into 

organised criminal activity, the IPCC will:  

 
a) consider and report on whether any criminal (notably Data 

Protection Act) or disciplinary offence may have been committed 

by any member of HMRC staff involved in the incident, and on 

whether relevant local and national policies/guidelines were 

complied with. 
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Consider and report on whether there is any: 

 

b) learning for any individual member of HMRC staff; or 

organisational learning for HMRC, including: 

 

c)  whether any change to policy or practice would help to prevent 

a recurrence   

 

d) whether the incident highlights any good practice that should be 

disseminated 

  

 

IPCC Investigation Team 

16. An IPCC investigation team was established. It included: 

           Joe Penrose – Senior Investigator 

           Sarah Durkin – Deputy Senior Investigator 

           Heather Wilson – Investigator 

           Robert Laughton – Investigator 

17. Members of the team can be contacted at: 

Independent Police Complaints Commission 

Evergreen House 

Cedar Court Office Park 

Denby Dale Road 

Wakefield 

WF4 3DB 

Telephone number  01924 811500 
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Complaints 

18. No complaint was made in connection with this incident. 

 

Persons under investigation 
 19. The inquiry focused on events that took place between December 

2006 and March 2007 and between September 2007 and October 

2007 relating to two separate audits of Child Benefit by the NAO.  

20. The investigation looked at the sequence of events in these two time 

frames. It looked in detail at the actions of individual staff members at 

HMRC in Washington and London, and at members of the NAO. It 

also considered any planning process and decision-making associated 

with the progress of the audit.  

Immunities 

21. When the IPCC investigation began it was clear that a number of 

written and signed immunities had been agreed by the Acting 

Chairman of HMRC, Dave Hartnett CB, and the Director of Public 

Prosecutions. 

22. A letter from Dave Hartnett dated 28 November 2007 reads:  

I confirm that the Department (HMRC) will not take any disciplinary action 

against any HMRC officers of grades AA to grade 6, or those at messenger 

grade, in relation to the loss of Child Benefit data for misconduct as 

defined in the Department's Conduct and Discipline Guidance. 

23. The Director of Public Prosecutions had signed two immunities, both 

dated 18 November 2007. These identified named members of HMRC 

and NAO staff. They gave immunity from prosecution for any 

inadvertent breaches of the Section 55 of the Data Protection Act 

1998. However, the immunities excluded any wilful or intentional 

breaches of this or any other statutory prohibition on the disclosure of 
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information, or any disclosure for gain, or any disclosure for a criminal 

purpose. 

24. The definition of Section 55 of the Act and the consideration that this 

investigation has given to it are explained later in this report.  

25. These immunities influenced the type of approach that was made to 

the individuals involved in the incident. They also impacted on the style 

of interview carried out to document information and knowledge 

relevant to the investigation.  

26. None of those involved were the subject of any misconduct 

procedures. All were treated as witnesses and their accounts were 

captured in the form of a Criminal Justice Act witness statement.   

27. Only one person agreed to have their interview tape recorded, which 

helped to streamline the interview and resulted in a written summary of 

the interview.  

 

Background 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

28. The background to this investigation is the steps taken to complete the 

2006/07 audit, between December 2006 and March 2007, and the 

2007/08 audit, which happened between September 2007 and 

October 2007. In each case, HMRC's Resource Accounts were 

audited by the NAO. One of these Resource Accounts was Child 

Benefit. This account involves an annual expenditure of £10 billion. 

National Audit Office 

29. The NAO scrutinises public spending on behalf of Parliament. It is 

headed by the Comptroller and Auditor General and is totally 

independent of Government.  

30. The NAO audits the accounts of all central Government departments 

and agencies, as well as a wide range of other public bodies. It reports 
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to Parliament on the economy, efficiency and effectiveness with which 

these departments and agencies use public money. 

31. The objectives of the NAO include identifying areas where taxpayers' 

money can be saved. This involves conducting financial audits of all 

Government departments and agencies and reporting the findings to 

Parliament. 

32. One of the guiding principles of the organisation is included at Section 

8 of the National Audit Act 1983: 

 'The NAO has a right of access to documents and materials 

which is reasonably required to carry out its function in relation 

to HMRC.' 

33. The 2006/07 and 2007/08 audits of HMRC Resource Accounts were 

completed within the framework of an audit plan. The plan included 

details of the key areas that the audit would cover; the planning work, 

the collection of evidence and the evaluation and reporting of the 

findings. All NAO audits must be completed to exacting standards in 

order to meet the Comptroller and Auditor General's statutory 

obligations.  

Child Benefit Office, Washington 

34. HMRC, which is managed by a Board of Commissioners, was created 

on 7 April 2005 following the merger of the Inland Revenue and Her 

Majesty's Customs and Excise. In broad terms, the Commissioners' 

statutory responsibilities involve the collection and management of tax 

revenue and the payment of tax credits as part of their revenue 

activities. In addition, HMRC is responsible for the payment of Child 

Benefit and for payments made under the Child Trust Fund scheme. 

Both of these types of payments are accounted for in the Resource 

Accounts. 

35. The main premises of the Child Benefit Office are at Waterview Park, 
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Washington, Tyne and Wear. This is where a large majority of Child 

Benefit applications are processed. A number of business streams 

support the processing and payment of Child Benefit claims. It is 

important to understand the parts played by Information Management 

Solutions (IMS), and Claimant Compliance when assessing the events 

leading up to the loss of the two CDs. 

36. The role of IMS is to act as an intermediary between any of the 

business streams and the main IT contractor for Child Benefit Office, 

known as EDS. IMS supports arrangements for data to be provided in 

electronic form to whichever business section is making the request.  

37. IMS supports members of the Compliance Team in acquiring the twice 

yearly data scan known as the '100% scan' of Child Benefit. This 

results in all the live Child Benefit records being downloaded and 

copied onto two CDs in order for them to be made available to staff in 

the Claimant Compliance Risk Team for further work.  

38. A second 100% data scan of Child Benefit records was carried out in 

October 2007 on behalf of the Compliance Risk Team. This was relied 

on in October 2007 as data to assist the completion of the NAO audit.  

The method used to produce these CDs and despatch them to the 

NAO in London led to them being lost, and their whereabouts remain 

unknown.         

39. Therefore, the sequence of events that took place around March 2007 

involving the provision of the two CDs has been examined to establish 

the procedures and protocols that were followed. This has developed 

understanding of how these may have impacted on the events that 

unfolded in October 2007, and of what may have influenced the 

decision to forward the two CDs by post to the NAO in London on 18 

October 2007.  

40. The emphasis of this investigation was to review the circumstances 

against the principles of the Data Protection Act 1998, and whether 

any protocols existed between HMRC and the NAO, governing the 
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handling and dispatch of sensitive data. We also assessed whether 

HMRC staff adhered to these protocols, if they did exist. 

41. A similar emphasis was placed on the HMRC role of Data Controller, 

which HMRC holds as an organisation. This is determined by the Data 

Protection Act 1998. 

42. Advice has been sought as necessary from the Information 

Commissioner's Office (ICO), which is the UK's independent authority 

set up to promote access to official information and to protect personal 

information. The ICO enforces and oversees the Data Protection Act, 

the Freedom of Information Act, the Environmental Information 

Regulations and the Privacy and Electronic Communications 

Regulations.   

 

Chronological summary of events 
 

March 2007 audit 

 43. Email sent at 15.31 on 11 January 2007 from Employee D. The email 

advised members of HMRC staff that she was the appointed specific 

point of contact (SPOC) between HMRC Washington and auditors 

from the NAO. This role involved her facilitating the audit process from 

the Child Benefit Office in Washington.   

 44. January 2007 – arrangements made by Employee D for NAO 

Employee 2 to see a number of managers involved in different 

processes in the Child Benefit system. 

 45. January 2007 – arrangements made for NAO Employee 2 to visit 

Claimant Compliance section of Child Benefit. 

 

 

 

 

46. Email sent at 11.06 on 13 February 2007 from NAO Employee 2. The 

email contained a key request for details of the 2006/07 compliance 

work to provide an overview of the error rate in relation to Child Benefit 

before the final audit began.  
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 47. Prior to 12 March 2007 – telephone conversation between Employee 

D and Employee F about providing a sample of the Child Benefit data 

extract to NAO Employee 2. Employee F questioned the nature and 

volume of the data being provided.  

 48. Prior to 12 March 2007 – Employee D had a discussion with Employee 

A about the data to be provided to the NAO at this stage. It was 

agreed that 12 sample records would be provided in the first instance. 

 49. Email sent at 11.59 on 12 March 2007 from Employee D to Employee 

F. The email advised that: 'the NAO is entitled to go wherever and 

have access to anything without exception. They are a governing body 

which has absolute right to visit any part of our organisation and view 

any records/information we hold…’ Employee F is asked to provide the 

12 sample records as agreed. 

50. Employee A is copied into the email.   

 51. Email sent at 15.52 on 12 March 2007 from Employee D to Employee 

H. The email refers to a discussion with IMS colleagues, which 

revealed that a recent 100% scan of the Child Benefit system has 

been passed to Employee R. An enquiry by Employee B reports some 

concerns about confidentiality and the need to obtain security 

clearance before any information can be handed over. It is not clear 

how this is resolved. 

 52. Email sent at 15.53 on 12 March 2007 from Employee F to Employee 

J asking him to provide the 12 sample records as required. The email 

also makes reference to having been rebuked by Employee D for 

raising his concerns about the sensitivity of the data extract, and the 

volume of data.  Employee F makes reference to the impact it would 

have if the data went astray, which was the basis of his concern. 

 53. Email sent at 08.20 on 13 March 2007 from Employee J to Employee 

B containing a copy of the User Requirement and Acceptance Criteria 
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(URAC) and the 12 sample records. 

 54. Email sent at 13.11 on 13 March 2007 from Employee B to NAO 

Employee 2 forwarding the URAC and 12 sample records. 

 55. Email sent at 14:41 on 13 March 2007 from NAO Employee 2 to 

Employee D. The email contained a request that the files be 

segregated. It asked how long this would take and whether the file size 

could be reduced. It referred specifically to bank details, parent details 

or addresses, which NAO Employee 2 stated were not needed. He 

asked if these details could be removed in order to make the file 

smaller, and how long this would take were it possible.  

 56. Email sent at 15.06 on 13 March 2007 from Employee B to Employee 

D, forwarding the email from NAO Employee 2 (details above). 

 57. Email sent at 15.23 on 13 March 2007 from Employee D to NAO 

Employee 2. The email reminded him that 100% scan was available at 

no additional cost to the department, and that he was due to meet the 

Knowledge, Analysis and Intelligence (KAI) section of HMRC on 14 

March 2007 and should take up any concerns about the data extract 

with them.   

58. The email also referred to the need to make use of existing data in 

order to avoid overburdening the business by asking for additional 

data scans/filters that may incur a cost. 

 59. Email sent at 15.50 on 13 March 2007 from Employee E to Employee 

D. The email pointed out… 'not just a question of NAO can have 

anything…'.  

 60. Email sent at 16.12 on 13 March 2007 from Employee D to Employee 

A. The email stated that the issues surrounding providing the NAO 

with the data scan had been resolved and that '…if we had to run it 

again it would have incurred a large cost to the department…'.  

 61. Meeting on 14 March 2007 with NAO Employee 2 and KAI to discuss 
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random review sampling process and selection criteria. 

 62. Email sent at 16.50 on 15 March 2007 from Employee B to Employee 

J. The email advised that NAO Employee 2 would have to take the two 

CDs away with him to London to complete audit. It asked whether this 

was OK. It also asked if Employee J could provide the current number 

of live cases on Child Benefit. 

 63. 15 March 2007 – NAO Employee 2 was provided with two CDs 

containing the 100% data scan of Child Benefit. 

 64. Email sent at 08.29 on 16 March 2007 from Employee J to Employee 

B. The email reminded her that she was responsible for the CDs. 

 65. April 2007 – the two CDs are safely returned to HMRC's Washington 

office. 

 
October 2007 audit 

 66. Email sent at 00.20 on 4 September 2007 from Employee M to 

Employee C. The email informed him that he had been appointed as 

SPOC in connection with the forthcoming October audit by the NAO. 

Employee C accepted this, but pointed out that he had other 

commitments. 

 67. Email sent at 14.03 on 7 September 2007 from Employee D to NAO 

Employee 2. The email requested information about his plans for the 

2007/08 audit and advised that Employee C was the new SPOC for 

the audit.  

 68. Email sent at 10.24 on 11 September 2007 from NAO Employee 5 to 

Employee A. The email advised that there had been a change of 

manager and NAO Employee 5 had taken over NAO Employee 4’s 

responsibilities. NAO Employee 2 was still lead auditor. 

 69. Email sent at 12.45 on 11 September 2007 from Employee A to 

Employee C.  The email advised him of the change of manager and 
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confirmed that he had asked for their formal audit plan. 

 70. September 2007 – telephone call made by NAO Employee 2 to 

Employee C during which he asked how to obtain a copy of the data 

scan of Child Benefit, needed for the audit. Employee C referred him 

to Employee E in the Compliance Group.   

 71. September 2007 – NAO Employee 2 contacted Employee E by 

telephone and asked how to obtain a copy of 100% data scan for use 

in the audit in October 2007. 

 72. Email sent at 15.22 on 18 September 2007 from Employee E to NAO 

Employee 2. The email advised him that the contact was Employee J 

and that the data scan would be taken in the first week of October 

2007.  'If you wish to discuss with someone how you might exploit this 

scan then the person to contact is Employee J.' 

73. The email was copied to Employee J. 

 74. Email sent at 09.56 on 2 October 2007 from NAO Employee 2 to 

Employee J. The email requested a copy of the data scan CDs. It 

explained the last scan resulted in 100 zipped files being copied on to 

two CDs. Goes on to say: 'Could you please ensure that the CDs are 

delivered to the NAO as safely as possible due to their content'. 

75. NAO Employee 2 provides Employee J with the full address of the 

NAO office. 

 76. 3 October 2007 – meeting held with Employee Q and Employee S and 

NAO Employee 2 to discuss random review sample and to request 

material linked to random review sampling process. No request for a 

100% data scan of Child Benefit was made at this meeting. 

 77. Email sent at 11.11 on 5 October 2007 from Employee J to Employee 

R in the Compliance Unit. The email requested a copy of the scan and 

referred to a previous discussion about this. Email received from NAO 

Employee 2 on 2 October 2007 is also forwarded. 
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 78. 17 October 2007 – Employee J makes further request to Employee R 

in the Compliance Unit for copies of the CDs to be available for 

forwarding to the NAO. 

79. Due to difficulty downloading the data new copies of the data could not 

be made. Therefore, the original CDs generated by EDS were returned 

to Employee J as the ones to be forwarded to the NAO. 

 80. 18 October 2007 – CDs sent from Washington by Employee J in tax 

post system in an envelope addressed to the NAO in London.  

Package not tracked or sent recorded delivery. 

 81. 22 October 2007 – NAO Employee 2 returns to his office at the NAO, 

but the CDs have not arrived as arranged. NAO Employee 2 contacted 

Employee C by telephone and asked if they have been posted. 

 82. Email sent at 09.53 on 23 October 2007 from Employee C to 

Employee J. The email explained that NAO Employee 2 had not 

received the data scan CDs and that he needed them urgently.  

 83. Email sent at 17.15 on 23 October 2007 from Employee C to 

Employee J. The email referred to the fact that the CDs had still not 

arrived at the NAO. Employee I was copied into the email, as 

Employee J was away at a conference.  

 84. Email sent at 08.32 on 24 October 2007 from Employee K, in absence 

of Employee J, to Employee C. The email asked him to check if the 

CDs had arrived with the NAO. 

 85. Email sent at 12.26 on 24 October 2007 from Employee C to 

Employee K. The email advised that the CDs had still not arrived. 

Employee C stated in the email that if the CDs were posted by special 

delivery that day before 14.30, they would arrive before 13.00 on 

Thursday 25 October 2008. NAO Employee 2 had asked that they 

arrive with him by Thursday 25 October 2007 at the latest. 

 86. Email sent at 14.31 on 24 October 2007 from Employee J to Employee 
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C. The email advised that the two CDs would be sent via courier (TNT) 

to the NAO. 

 87. Hard copy version of the email sent on 24 October 2007 from 

Employee J to NAO Employee 2 enclosed in package sent to the NAO 

containing the two duplicate CDs. NAO Employee 2 was told that 

these were duplicates of the CDs originally sent on 18 October 2007. 

On receipt of the CDs, NAO Employee 2 was asked to call Employee J 

to obtain the necessary passwords.  

 88. Email sent at 13.54 on 25 October 2007 from Employee J to NAO 

Employee 2. The email referred to his concern that the original CDs 

sent on 18 October 2007 had not been located, and asked that NAO 

Employee 2 notify him should they turn up.  

 89. 8 November 2007 – security breach report raised by Employee J. NAO 

Employee 2 was advised of this by telephone and told his line 

managers at the NAO about the loss of the CDs. 

90. On 15 November 2007 HMRC informed the Metropolitan Police of the 

loss of the discs.  

 91. 16 November 2007 – HMRC formally referred the incident to the IPCC.

92. The Metropolitan Police formally commenced their investigation to find 

the missing discs on 18 November 2007.  

 

The investigation 
 93. Following the referral, the IPCC arranged meetings with 

representatives from the Metropolitan Police Service who were directly 

involved in the investigation to search for and trace the missing CDs. A 

formal handover of material, papers and statements was carried out. 

94. A similar formal handover involving all relevant material was carried 

out with representatives from HMRC's Internal Governance section in 

order to establish a baseline from which the IPCC's enquiries could be 
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launched. Arrangements were made to interview all the key witnesses. 

This included those already interviewed by the Metropolitan Police 

inquiry team, and those who had provided written statements. 

 

March 2007 audit 

NAO Employee 2 

95. NAO Employee 2 is an auditor with the NAO. He was the lead auditor 

responsible for the onsite work carried out at the Child Benefit Office in 

Washington. He led a small team of auditors and was responsible for 

determining and collating the evidence required to meet the objectives 

listed in the NAO audit plan. This included any data acquisition and 

sampling processes. 

96. In December 2006 he visited Waterview Park, Washington and began 

detailed planning and preparation for the 2006/07 audit of Child 

Benefit. He needed to understand the high-level processes involved so 

he could complete the process mapping, which was due to be finalised 

by Christmas 2006. He also needed to identify key contacts in order to 

carry out the audit. He returned in January 2007 to complete 'a walk 

through' of the Child Benefit processes. This involved speaking to 

different managers directly involved in different aspects of the Child 

Benefit system. 

97. Part of his work involved assessing the potential risks within the Child 

Benefit system. Used in this way, the word 'risk', principally means the 

risk of error or fraud occurring in the Child Benefit system because of 

claimants making fraudulent claims or including errors in the 

information they provide in their application. 

98. In order to begin the audit, NAO Employee 2 first made contact with 

Employee A at HMRC. 

 
Employee A 
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99. Employee A is an Assistant Director in the Benefits and Credits 

Directorate of HMRC. This team focuses on policy and processes 

rather than on operational delivery. He has been responsible for Child 

Benefit for the last two years and is accountable for the processes 

associated with Benefits and Credits. He is not responsible for 

managing the staff who actually deliver the Child Benefit service.  

100. Some of Employee A’s staff in Washington within the Benefits and 

Credit Directorate work on Child Benefit. Employee D is his Business 

Manager, and she was nominated by him to act as SPOC for the NAO 

in order to facilitate the 2006/07 audit.  

101. Employee D had been involved in previous audits carried out by the 

NAO into the Tax Credits system. Having a SPOC had proved to be a 

tried and trusted means of facilitating these earlier audits. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Employee D 

102. Employee D is Employee A’s Business Manager within the Benefits 

and Credits Directorate. She manages the Benefits and Credits Team 

based in Washington and has been involved in previous NAO audits 

as a SPOC. 

103. Employee D had regular contact with NAO Employee 2 throughout the 

audit up to the end of March 2007. She was directly involved in the 

communications with NAO Employee 2, which resulted in copies of the 

100% data scan of the Child Benefit system being handed over to him 

in March 2007 to assist with the auditing process. It is important to 

note that, in this case, the CDs were returned to HMRC safely and 

without incident, as explained later in this report.  

104. Employee D had no involvement in the audit in October 2007. Nor did 

she have any involvement in the circumstances leading to the loss of 

the two CDs at this time.     

105. Employee D is Employee B’s line manager. Employee B assisted 
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Employee D in the day-to-day duties associated with the audit.    

 
Employee B 

106. Employee B is also based in the Benefits and Credits Team at 

Washington. She has had experience of the Child Benefit system as a 

result of previous employment in Child Benefit roles. Employee B’s 

role was to support Employee D in her role as SPOC, and to act on 

her behalf as appropriate. 

107. Employee B was directly involved in the events in March 2007 which 

led to NAO Employee 2 taking two CDs containing the 100% scan of 

the Child Benefit records from the HMRC office in Washington. On this 

occasion, the CDs were returned safely and without incident. 

 108. Employee B was not involved in the audit in October 2007. She played 

no part in the circumstances leading up to the loss of the two CDs at 

that time. 

 109. Following NAO Employee 2's arrival in Washington in January 2007, 

arrangements were made for him to see all key managers involved in 

the end-to-end Child Benefit processes. Plans were also made for him 

to complete a 'walk through' of these processes to enable him to 

assimilate the information and material necessary to support the audit. 

110. Employee D describes how she set up a control process to facilitate 

the audit.  This involved creating lists of action points based on 

requests for material and documents made by NAO Employee 2. The 

control process enabled such requests to be dealt with effectively.  

111. At this stage there was no specific request for a copy of the 100% data 

scan of Child Benefit. However, it is helpful to understand how this 

emerged, as it is an important part of establishing why the 100% data 

scan was provided to the NAO in connection with this audit and 

subsequently relied on for the audit carried out in October 2007.    
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Random review sample 

112. A key part of the audit carried out in March 2007 involved testing the 

reliability of the random review sampling process as a means of 

establishing the accuracy of the HMRC's estimate of error rates in 

expenditure. This random review sampling process is completed 

annually by Child Benefit staff. It is done in order to estimate the 

possible level of errors in the overall expenditure on Child Benefit. The 

process involves the use of a calculated mathematical equation to 

randomly select a batch of 1,580 records from the Child Benefit 

records. These records are then reviewed in detail to determine the 

accuracy of the claim and the Child Benefit award made as a result.  

113. Each of the claimants in each record in the sample is contacted 

directly by Child Benefit staff to confirm the accuracy of their claim.  

114. NAO Employee 2 used these results to carry out a preliminary 

assessment of the possible level of error in Child Benefit expenditure. 

The findings suggested a high level of error – as much as £100 million. 

This indicated that the error rate in Child Benefit expenditure could be 

above that which the NAO would consider acceptable. 

 115. In early March, after discussions between NAO Employee 2 and line 

managers at the NAO, it was decided that separate substantive 

random review sampling would be carried out as part of the audit. This 

meant that there was a need to request specific data from the Child 

Benefit records. 

116. NAO Employee 2 requested specific data primarily from Employee B.  

In an email exchange with her on 12 March 2007 he outlined in detail 

the nature of the data he required. Employee B passed this request on 

to Employee D, who contacted IMS at HMRC to ask about how this 

data could be retrieved and provided to NAO Employee 2.      

 117. Employee D reports that she spoke to a colleague in IMS, Employee 
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G, who advised her of the twice yearly 100% data scan of Child 

Benefit. The results of this scan were provided to the Compliance 

group at HMRC to inform their work in determining patterns of error 

and fraud by claimants.  

 

100% data scan of Child Benefit 
 118. A series of simple steps must be completed in order to produce the 

data scan: 

• IMS acts as an intermediary between any of the business streams in 

HMRC and the main IT contractor (EDS). IMS is responsible for 

making arrangements for electronic data to be provided 

 

• EDS has a contract with the Department for Works and Pensions 

(DWP) to maintain the mainframe computer which holds all the 

Child Benefit records 

 

• the URAC document is completed in detail and undergoes a 

comprehensive quality review process to ensure that the data 

request is accurate. EDS provides the data scan on CDs according 

to the specification on the URAC  

 

• IMS staff member Employee J, who assisted with the URAC, collected 

the CDs and delivered them to the staff member who requested the 

data 

 

• the time taken to complete the URAC and data scan could run into 

weeks or months and, if the request is not covered by the 

contractual agreement between EDS and the DWP, additional 

funding must be identified.  

119. One example of this system in practice is the twice yearly request from 

HMRC's Claimant Compliance Risk Team for a data scan known as 

the '100% scan' of Child Benefit. This involves a scan of the whole live 
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Child Benefit records system being downloaded by EDS, copied onto 

two CDs and made available to staff in the Claimant Compliance Risk 

Team for further work. Since this data existed already, it was 

considered to be available to assist the audit process in March 2007, 

especially as this would not involve any additional cost.  

 120. In a telephone call to Employee F in IMS, Employee D asked him to 

obtain a copy of the recently completed 100% data scan of Child 

Benefit records. This could then be provided to NAO Employee 2 for 

use during the audit to be carried out in March 2007. 

 
 Employee F 

121. Employee F is a member of IMS. In March 2007, he was involved in 

assisting the NAO in a parallel audit they were carrying out into the 

Child Benefit IT systems. He did not play any part in the audit being 

carried out by NAO Employee 2 up to this point, but had experience of 

a similar audit in March 2006. 

122. He describes the telephone call from Employee D and, when asked to 

provide the copy for the 100% data scan, he questioned the request 

because of the volume of data that this scan involved. He did not 

understand why it was necessary to provide all the Child Benefit 

records and suggested that he provide a small number of randomly 

selected files, which he had done to assist a previous audit. He 

describes being reminded by Employee D that he was to provide any 

information requested by the NAO.  

123. No email exchange has been discovered between Employee F and 

Employee D in relation to the content of this telephone conversation. 

The conversation may have taken place prior to 12 March 2007.  

 124. Following the conversation, it appears that Employee D subsequently 

consulted Employee A about the best way of responding to this 

request. They discussed the availability of the 100% data scan.  

Employee A recommended that, in the first instance, a sample of 12 
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Child Benefit records be made available to NAO Employee 2 to enable 

him to review the nature and content of the records. Following this 

recommendation, Employee D requested that Employee F in IMS 

provided NAO Employee 2 with the 12 files. 

 125. Employee A has referred to this conversation with Employee D.  He 

agrees that he confirmed that 12 records should be made available to 

the NAO. Employee A explained that he was nervous about handing 

over a large amount of data – the data involved in the 100% scan was 

far more than had been requested by the NAO when they carried out 

the Tax Credit audit. 

126. Employee A wanted to ensure that they were not providing data 

inappropriately. He understood that the auditor required data on 

700,000 new births and 700,000 leavers from the Child Benefit 

system.   

 127. Employee F describes receiving an email on 12 March 2007 from 

Employee D asking him to provide 12 records from the Child Benefit 

records. These were to be given to the NAO to help them to 

understand the sampling process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

128. The email  from Employee D continues as follows: 

‘NAO are entitled to go wherever and have access to anything – 

without exception. They are a governing body who have the 

absolute right to visit any part of the organisation and view any 

information/record we hold. As this information currently exists 

and there are no cost implications to us in this instance, we 

cannot refuse them access. Employee A, Process Owner of Tax 

Credits and Child Benefit, is fully aware of the current position 

regarding the audit and supports this request for the information. 

129. The email was copied to others, including Employee A and Employee 

B. Employee F explains that he understood the email to mean that he 

had been rebuked for voicing his opinion about the initial request for 
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copies of the 100% data scan. 

130. He forwarded this email to Employee J in IMS and asked him to 

provide the 12 records as requested. Employee F included the 

following explanation in his email to Employee J: 

…All we wanted was for NAO to realise exactly what they were 

asking for, i.e. the scan data is live records of seven million Chb 

customers when they only want to look at a dozen cases from 

the scan. More importantly we needed to get the assurance of 

how they would securely handle the discs containing the data 

and how they would dispose of them once they had completed 

the checking. 

Obviously NAO should automatically realise this confidential 

data has to be protected and no doubt they would do so. 

However we needed something more than a verbal request to 

ensure we had the paperwork to back up the request, things do 

get mislaid and imagine the uproar if the discs containing the 

ChB customer data went astray and turned up where they 

shouldn’t – the long knives would be out. At least we would be 

covering ourselves by getting the right assurance. 

131. This email was not copied to Employee D, Employee B or Employee 

A, but it does illustrate some recognition of the sensitivity of the data 

held on the two CDs and the need to consider how it should be 

protected and kept secure. These sentiments are consistent with the 

Principles of the Data Protection Act. 

 132. Employee D sent a further email that day to Employee H, who works in 

the Compliance Unit. In it, she refers to her request to Employee F to 

obtain a copy of the data scan: 

I had initial discussions with IMS colleagues to ascertain the initial 

request from NAO. I was told there had been a 100% system scan 

carried out recently for Compliance. 

Further enquiries were made and Employee F said data was passed 
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to Employee R. I asked Employee F to get an extract for me, and 

following further enquiries today by Employee B in Washington we 

were told there were 'some concerns' regarding confidentiality and 

the need to get security clearance before any information could be  

handed over. Hence my email. 

 

 Hope this clears things up Employee H and you can get me the 

dozen cases today for NAO Employee 2.  

133. It is not clear at this stage whether the issue of security clearance had 

been resolved and, if so, who gave that authority. 

134. One of the recipients of the earlier email was Employee E who replied 

to Employee D giving his own position. 

 
Employee E 

135. Employee E is an Assistant Director in the Compliance Group based in 

Preston. He was a SPOC for the NAO between November 2006 and 

December 2007 in relation to the Compliance team. He attended the 

joint meeting with NAO Employee 2 on 14 March 2007 where the 

detail of the random review sampling process was discussed. 

136. He proved later to be a link in the chain of events in September 2007 

which preceded copies of the 100% data scan being provided to NAO 

Employee 2 in time for the October 2007 audit. This is referred to later 

in this report. 

137. He responded to Employee D by email stating that the data scan is 

originally the Child Benefit Office data and not Child Benefit 

Compliance. He stated that if the NAO wanted sight of this data they 

should go to CBO Service, which is IMS, and not to the Compliance 

Unit. He disputes Employee D's statement that 'NAO can have 

anything', and reiterates that it is from the source that this should be 

obtained. 
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138. There is no clear reference to any need for security and protection of 

the data. This message appears to relate to a dispute about which 

HMRC business stream is responsible for providing the data requested 

by the NAO.  

 

 

 

 

 

 

 

 

 

Employee J 

139. Employee J is a member of IMS. He was involved with the Compliance 

Group in preparing the URAC, which supported the request for the 

100% data scan of Child Benefit records in March 2007. Employee J 

provided the Compliance Group with the results of the scan from EDS.  

He was also involved in obtaining the two CDs of the data scan in 

October 2007, and posted them to the NAO in London on 18 October 

2007. This incident is referred to later in this report under the heading 

'October 2007 audit'.  

140. After receiving the email from Employee F, Employee J provided the 

12 files. Employee B sent these files to NAO Employee 2. He 

responded by email to Employee B on 13 March 2007, setting out the 

specific elements he needed from the Child Benefit records and 

referring to the categories of starters and leavers. In this email he 

stated that he did not need address, bank or parent details, and asked 

if they could be removed in order to make the file smaller. 

 141. Employee B passed this request to Employee D, who responded in an 

email the same day, explaining: 

Your original request was for 100% scan of the data and 

fortunately a scan was completed earlier this year and we have 

shared this with you at no additional cost to the Department. 

I know you are meeting with Compliance and KAI colleagues on 

Wednesday and all your issues regarding the data extracts etc 

should be taken up with them. I must stress that we must make 

use of the data we hold and not overburden the business by 
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asking them to run additional data scans/filters that may incur a 

cost to the Department. 

142. NAO Employee 2 understood this to mean that he would not get the 

data in the form or reduced size he requested. He discussed this with 

line managers at the NAO. It was decided that the NAO would use the 

100% data scan of Child Benefit, and that they would make their own 

arrangements for the data to be processed into a more manageable 

format. 

143. KAI is a section of HMRC that is involved in the random review 

process. NAO Employee 2 was to meet them on 14 March 2007 to 

discuss the details of the random review sampling. 

144. Employee D forwarded an email to Employee A and Employee B 

explaining how she had resolved the issues relating to the 100% data 

scan.  

For information only at this stage. 

Thought I would share with you Employee E’s reply to my emails 

regarding the data extract. It has all been sorted out now and I 

have copied you into a more recent email explaining to NAO 

they only got the data because it had already been obtained for 

Claimant Compliance. If we had to run it again it would have 

incurred a large cost to the Department. We have agreed that 

any information we hold needs to be put to more than one use if 

at all possible. 

I have advised NAO that they need to discuss with KAI 

colleagues tomorrow different ways of extracting data because 

Employee B and I aren’t in a position to comment. 

 145. This email gives the same reasoning behind the decision to provide 

the results of the 100% data scan to the NAO as was provided initially 

to the Compliance Group. However, the issue of whether authority 

should have been given or was in fact given remains in doubt – 
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Employee A states that at this point, he was not aware that two CDs 

containing the results of the live data scan were given to NAO 

Employee 2 in March 2007.  

 146. It is important to understand the unfolding email discussion. Its content 

appears to explain why the entire 100% live data scan of Child Benefit 

was provided to NAO Employee 2 to assist the audit in March 2007. 

 147. On 15 March 2007, NAO Employee 2 received the two CDs which 

contained the 100% data scan. He believes that they were handed to 

him by Employee J while he was onsite at the office in Washington. 

 148. Employee J recalls Employee B asking him to arrange for NAO 

Employee 2 to be given copies of the 100% data scan results. 

Employee J went to the Compliance Unit and requested the two CDs, 

which were handed to him. He in turn handed them to either NAO 

Employee 2 or to a member of the Benefits and Credit Team, but he is 

unsure who. 

 149. Employee J believed that someone from the Benefits and Credit Team 

had given permission for the CDs to be handed over. He acted as an 

intermediary between the Compliance Team and the Benefits and 

Credit Team.  

 150. Because of the volume of data contained on the CDs, NAO Employee 

2 was unable to process the CDs on his laptop computer. He 

explained to Employee B that he would have to take them with him to 

London to complete the work he needed to do. 

151. The data that NAO Employee 2 had originally requested should have 

amounted to approximately 1.5 million Child Benefit records. However, 

the CDs that he received held the whole live data scan – which 

amounted to 7.5 million records. Employee B realised that she would 

have to seek clarification from management. She cannot recall 

speaking to Employee D to confirm that it was not a problem for NAO 

Employee 2 to take the CDs away with him. 
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152. Employee B held the belief that Employee D had no issue with NAO 

Employee 2 taking the CDs away from the office in Washington 

because he was a government official, bound by the same principles 

of confidentiality as HMRC staff. Employee B referred to the underlying 

message previously communicated by Employee D that the NAO 

could have access to whatever information they required to complete 

the audit. 

153. Employee B emailed Employee J in IMS on 15 March 2007 advising 

him that NAO Employee 2 would have to take the two CDs away with 

him. She stated that he would bring them back safely, asked if this was 

OK, and asked him to let her know if this would cause any problems. 

154. This email appears to be the only record of the extent to which 

Employee B sought clarification of whether NAO Employee 2 could 

take the CDs away with him from the Washington office. 

 155. NAO Employee 2 personally carried the two CDs and took them with 

him to his office in London. The audit covering the period up to the end 

of March 2007 was completed, and in April 2007 the two CDs were 

returned safely to the HMRC office in Washington without incident. 

 

October 2007 audit 
 156. In September 2007, the NAO began its 2007/08 audit of Child Benefit. 

NAO Employee 2 was the lead auditor. A new audit strategy document 

was produced, which included a call for greater reliance on substantive 

work completed by the auditors. In view of the need to complete more 

substantive work, the auditors were clear that they would need to 

obtain a copy of the 100% live data scan of Child Benefit. 

157. NAO Employee 2's previous experience of trying to obtain a reduced 

data scan in March 2007 caused him to believe that such a request 

would again be met with some resistance. He was therefore prepared 

to accept the live 100% data scan of Child Benefit records and arrange 
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for it to be processed by the NAO, as he had done in March 2007. 

158. He made contact with Employee C, who was the HMRC SPOC at the 

office in Washington, and requested a copy of the 100% data scan of 

Child Benefit. 

 
Employee C 

159. Employee C is a member of the Benefits and Credit Team based in 

Waterview Park in Washington. On 4 September 2007, he was 

appointed as the SPOC and given responsibility for facilitating the 

NAO audit through to October 2007. 

 

Two CDs posted on 18 October 2007 
 160. NAO Employee 2 describes contacting Employee C and being referred 

to Employee E in the Compliance Unit to obtain the data scan he 

required. 

 161. NAO Employee 2 describes telephoning Employee E in early 

September 2007 to request a copy of the 100% data scan of Child 

Benefit. Employee E made his own enquiries and on 18 September 

2007, he sent the following email to NAO Employee 2: 

NAO Employee 2 

The next scan of the CBCS will be taken in the 1st week in 

October. This is usually taken on the Tuesday. We get the 

details 7 days later. 

If you wish to discuss with someone how you might exploit this 

scan then the person to contact is Employee J. I have copied 

him in. 

Employee E. 

 162. Employee E explained that the email he sent was meant only to 
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introduce NAO Employee 2 to Employee J who was in IMS. Employee 

E felt that the request for data should be made direct to IMS. He 

emphasised that his email did not provide authorisation for NAO 

Employee 2 to be given the two CDs. He believed that the issue of 

authorisation was one that IMS would address. 

163. Employee E stated that he played no other part in the way that the 

data scan was provided to the NAO, and that he had no knowledge at 

the time of what steps were taken by others to provide the data. 

164. These facts again raise the issue of the lack of clarity and consensus 

around data ownership. This appears to have been a contributory 

factor to the decision to supply the NAO with the entire Child Benefit 

records.       

 165. NAO Employee 2 was onsite in the Washington office from 1–4 

October 2007. On 2 October, he contacted Employee J to obtain 

copies of the 100% data scan. The same day, NAO Employee 2 

emailed Employee J to confirm his request. The email reads as 

follows:   

 Please could we have a copy of the data scans being carried out 

in early October 2007 and early February 2008. We require this 

data for our audit. Last time we had a 100 zipped files on 2 CDs. 

Please could you ensure that the CDs are delivered to NAO as 

safely as possible due to their content. 

Please send copy of data scan to   

NAO Employee 5 

FOA NAO Employee 2’s Office 

National Audit Office 

Rm XXXX  

157-197, Buckingham Palace Road 

Victoria 
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London 

SW1W95P 
 166. The email also contained an instruction to NAO Employee 5, asking 

him to obtain the password from Employee J once the CDs had 

arrived. NAO Employee 5 is NAO Employee 2's line manager at the 

NAO. 

 167. NAO Employee 2 explained that after leaving the office in Washington 

on 4 October 2007 he would be working away from his NAO office in 

London for the next two weeks. He asked Employee J to send the two 

CDs to his office in his absence so that the audit would not be delayed.

 168. Employee J appears to have accepted the email request from NAO 

Employee 2 as confirmation that he should provide copies of the data 

scan.  He explained that he remembered supplying the data scan to 

NAO Employee 2 in March 2007. He knew that Employee F had 

challenged the decision to provide the data initially, but that he had 

been given the message that 'NAO were entitled to go wherever and 

have access to anything without exception'. This left Employee J with 

the clear understanding that he was simply responding to a similar 

request. He therefore took the necessary steps to supply NAO 

Employee 2 with the data in the way that he had been asked.    

 169. It is not clear at this point whether HMRC staff were aware of any 

guidelines governing situations like this. It does not appear that any 

steps were taken to seek any level of authority that may have been 

required for handing over such a large volume of highly sensitive data 

in a removable media format.  

 170. Employee J experienced some difficulty in obtaining copies of the 

October 100% data scan and relied on colleagues in the Compliance 

Group. This initially presented a confused picture of events, but the 

following summary outlines what happened:  

• on 5 October 2007 Employee J made a request to Employee R for 
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copies of the data scan. Employee R is a member of the 

Compliance Unit. He has access to a standalone computer in a 

secure room, which he used to work on the 100% data scan and 

identify patterns of error and fraud 

 

• the request was not dealt with immediately, as Employee R began a 

period of annual leave. Employee J assumed that the CDs 

containing the data would be sent directly to NAO Employee 2 

 

• on 17 October 2007 NAO Employee 2 contacted HMRC as he had not 

received the CDs. Employee J approached Employee V, a line 

manager in the Claimant Compliance Risk Team, and asked for a 

copy of the data scan to be sent to the NAO urgently. Employee V 

attempted to produce the data required using the standalone 

computer, but this attempt failed 

 

• on 18 October 2007 Employee V asked Employee T, a colleague in 

the Compliance Unit who had experience of producing data using 

the standalone computer, to produce the CDs that Employee J 

required. Employee T had difficulty copying the CDs, and so handed 

Employee J the original two CDs provided by EDS  

 

• on 18 October 2007 Employee J placed the two CDs into a yellow 

plastic 'polylope' envelope, which he then addressed to the NAO 

office in London and placed in the 'tax post' system at the 

Washington office  

• the two CDs had been password protected when they were created 

by EDS. Employee J intended to forward the passwords separately 

once the NAO had received the CDs. The CDs were not encrypted 

when they were created, nor was encryption added at any 

subsequent stage.  

 171. It was essential to unravel this confused area during the investigation 

in order to simplify it and gain an accurate understanding of how the 
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CDs were dispatched from Washington. It was equally important to 

confirm that the two CDs did actually leave the Washington office via 

an internal post system bound for the NAO office in London.  

 172. Employee J explained that once he had received the copies of the two 

CDs from Employee T in the Claimant Compliance Risk Team he 

discussed with colleagues in IMS how best to dispatch them to the 

NAO in London. He had little experience of using any of the internal 

post systems, as he routinely sent documents and data via secure 

email line. The size of the data held on the two CDs meant it was too 

large to be sent in this way.  

 
Employee U 

173. Employee U is a line manager in IMS and works in the same team as 

Employee J. She had some awareness of the steps being taken by 

Employee J to provide the NAO with the data requested by NAO 

Employee 2. She reports overhearing a conversation in the IMS office 

about the best way to send data to the NAO. She recommended that it 

be collected from Washington, but also referred to an internal post 

system known as 'tax post'. She was aware of this system as a result 

of her previous experience working at the Inland Revenue. The system 

was used to move sensitive taxpayer records from one office to 

another and was believed to be a secure post system for transporting 

anything of a sensitive nature. 

174. Employee J followed this suggestion. He placed the two CDs into a 

jiffy bag, which he then placed into a large yellow polythene 'polylope' 

envelope and sealed it. The address provided by NAO Employee 2 

was written on the ‘polylope’ envelope and Employee J placed it into a 

tray at the end of a bank of desks in the IMS office. 

 175. Although Employee U cannot be sure of the date involved, she does 

recall seeing Employee J place a large yellow polythene envelope in 

the tray at the end of the desks. She heard him remark: 'That's it – it’s 
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gone now'. This is consistent with Employee J’s recollection of posting 

the two CDs on 18 October 2007 and it is the only corroboration of the 

CDs being posted into the internal post system within the building at 

Waterview Park, Washington. There is computer forensic evidence of 

the CDs being handled during the course of these events, which is 

referred to later in this report.  

176. The accounts given by Employee J and Employee U provide sufficient 

information to confirm that two CDs holding the 100% data scan of 

Child Benefit records were submitted into the internal postal system in 

Waterview Park, Washington on 18 October 2007. 

 177. A number of messengers are employed in the postal service at 

HMRC's Washington office. They collect any envelopes periodically 

from post trays in each of the offices in Waterview Park and transfer 

them to the main post room in the same building. From there, the 

items are transported to various HMRC offices by the contracted TNT 

postal service. 

178. Items in the 'tax post' system are not routinely tracked by TNT. 

Records of their delivery are not made. A trackable overnight courier 

service is available, but Employee J was not aware of this and so 

could not have used it. 

 179. This investigation has not covered the exact detail of how the internal 

post system operates within HMRC. However, it is clear that the NAO 

is a recognised destination within the HMRC internal postal system. 

180. This investigation focused on the circumstances and reasoning leading 

up to the two CDs being submitted into the internal postal system, and 

on confirming, as far as is possible, that two CDs were posted on 18 

October 2007 by Employee J.  

181. There is no trace or confirmation of the two CDs arriving at the NAO's 

address in London after 18 October 2007. Despite extensive organised 

searches by NAO staff, HMRC staff and by Metropolitan Police 
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Officers at all possible sites along the route that the postal system is 

likely to have followed, the whereabouts of the two CDs remains 

unknown. 

 

Two duplicate CDs posted on 24 October 2007 
 182. Because the two CDs posted on 18 October 2007 did not arrive as 

expected, NAO Employee 2 made further enquiries to establish when 

he could have copies of the CDs to progress the 2007/08 audit of Child 

Benefit. 

183. On 22 October 2007 NAO Employee 2 returned to his office in London. 

Despite checking at his office and in the post room there, he was 

unable to find any trace of the package containing the two CDs. At that 

stage he was not sure if they had been sent as requested. 

184. On 23 October 2007 NAO Employee 2 made further checks at his 

office and in the NAO post room, but he could not find the CDs. 

Despite a number of telephone calls, he was not able to make contact 

with Employee J.  

185. On 23 October 2007 Employee C received a telephone call from NAO 

Employee 2 explaining that the two CDs had not arrived. He asked 

when he could expect to have them in order to progress the audit. 

186. Employee C recalls the telephone call and described how insistent 

NAO Employee 2 was about needing copies of the CDs. NAO 

Employee 2 told Employee C during this conversation that the audit 

would be held up if he did not receive duplicate CDs as a matter of 

urgency. Employee C agreed to investigate the matter and respond.  

 187. The steps taken to provide duplicate CDs involved a number of other 

people, and it is important to explain their roles at this stage. 
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Employee I 

188. Employee I is the Information Management Solutions (IMS) Asset 

Manager. He is the senior line manager for IMS staff, including 

Employee J and Employee K. He has a managerial role at Waterview 

Park in Washington and Long Benton in Newcastle. 

189. He had no direct involvement in the audit process in March 2007, nor 

did he play any part in the two CDs being posted on 18 October 2007. 

Employee K 

190. Employee K is the Requirements Expert/Release Planner in IMS at 

Waterview Park in Washington. She is Employee J’s line manager. 

191. She had no involvement in the audit carried out by the NAO in March 

2007, nor was she involved in the CDs being posted on 18 October 

2007. 

Employee T 

192. Employee T is an Assistant Officer working in the Claimant 

Compliance Unit at Waterview Park in Washington. The 100% data 

scan is run initially for his use in connection with identifying any fraud 

or error in the records.  

193. This work is carried out using a standalone computer based in a 

secure room at Employee T's office. The CDs containing the data are 

also kept in the secure room when they are not in use. 

194. Employee T initially assisted Employee J in producing the two CDs 

that were posted to the NAO on 18 October 2007 by Employee J.  

 195. The following steps were taken to provide duplicate CDs, which were 

forwarded to the NAO on 24 October 2007: 

• on 23 October 2007 Employee C emailed Employee J to explain that 
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the first set of CDs had not arrived at the NAO. He refers to two 

concerns – the delay and the fact that they may have gone astray in 

the post 

 

• in Employee J 's absence, Employee K discussed with Employee I 

how best to provide duplicate CDs. Because there is a shortage of 

blank CDs, Employee I agrees to bring some of his own from home 

 

• later the same day at 17.15, Employee C sends a second email to 

Employee J stating that NAO Employee 2 needs the CDs urgently. 

He copies in Employee I on the message 

 

• at 08.32 on the 24 October 2007, Employee K replies to Employee 

C’s email because Employee J is unavailable. She asks him to 

check with the NAO whether the first set of CDs have been located 

 

• on 24 October 2007 Employee C confirms with the NAO that the CDs 

have still not arrived. He emails Employee K at 12.26 that day 

stating that the CDs are required by Thursday 25 October 2007 and 

need to be dispatched before 14.30 on Wednesday 24 October 

2007 in order to be delivered on time 

 

• on 24 October 2007 Employee K approaches Employee T in 

Employee J 's absence. She asks him to provide copies of the CDs 

and provides him with the blank CDs brought in by Employee I 

 

• using the standalone computer in the secure room, Employee T 

downloaded the data scan of the Child Benefit records on to two 

blank CDs. At the same time, he made a back up copy on two other 

CDs, which he stored in the secure room for HMRC use. Employee 

T gave the two CDs to Employee K 

 

• on the morning of 24 October 2007 Employee J returned to the IMS 
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office. Employee K handed him the two duplicate CDs containing 

the Child Benefit records. He checked the CDs using the desk top 

computer in his office and found that they were not password 

protected 

 

• that same day Employee J returned the CDs to Employee T and 

asked him to produce CDs with password protection. The password 

protection feature can be added only when CDs are burnt so 

Employee T produced two new CDs that were password protected. 

He stored the CDs produced previously that were not password 

protected in the secure room 

 

• when he received the two new CDs, Employee J checked that they 

were password protected and placed them in a jiffy bag and a 

yellow ‘polylope’ envelope addressed to the NAO in London. He 

took the envelope to the post room at Waterview Park and handed it 

to someone in the post room 

 

• arrangements were made for the envelope to be dispatched by 

special delivery that day. This guaranteed that it would be delivered 

by 13.00 the next day, Thursday 25 October 2007.    

 196. However, given the fact that the first set of CDs had not arrived, the 

sending of the duplicate CDs did not seem to arouse any heightened 

sense of the need for security and protection of the data. A more 

secure and reliable postal service was used, but this was because the 

CDs were needed urgently by the NAO rather than because 

consideration had been given to using a more secure delivery service.  

197. The duplicate CDs posted on 24 October 2007 arrived safely the next 

day and were used by NAO Employee 2 in the audit. Later, the two 

CDs were returned safely to the HMRC and destroyed in accordance 

with existing policy. 
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 Security breach report 

198. The two CDs to which this investigation refers were posted initially on 

18 October 2007. Duplicate CDs were sent on 24 October 2007, which 

arrived safely at the NAO the following morning. The security breach 

report highlighting the loss of sensitive data was not completed by 

Employee J until 8 November 2007. 

199. Employee I, a line manager in IMS, telephoned Employee A on 8 

November 2007 to advise of him of the submission of the security 

breach report and provide information about the report's contents. 

 200. This investigation has looked for any significant reasons for the delay 

in producing the security breach report. However, the cause of the 

delay remains unclear. 

201. Employee U became aware that the first set of CDs had not arrived.  

She reports that this concerned her, but she felt that no one else 

shared her concern. There may have been some discussion about the 

fact that the NAO had moved offices, resulting in a delay in post 

arriving through the internal system. It is possible that those involved 

were waiting for the CDs to turn up in a delayed postal service. 

202. Employee U held a weekly IMS team meeting on 5 November 2007 

during which she asked if the CDs had been found. There was some 

confusion about whether IMS or the Compliance Group were 

responsible and about ownership of the data. Once it was confirmed 

that the CDs were still missing, Employee U checked the HMRC 

intranet for details of the procedures to be followed when reporting 

such an incident.  

203. Employee U suggested to her line manager that IMS take 

responsibility for reporting the matter and emailed Employee J to 

provide information about how to report the breach. This process was 

completed and Employee J submitted the report on 8 November 2007. 
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Employee U informed other line managers in IMS that the security 

breach report had been submitted. 

204. The report was emailed to the Security and Business Continuity 

Section of HMRC. It was stored on a security database and referred to 

senior managers in HMRC.  

 

Detail of records held on the 100% scan of Child 
Benefit 

205. The nature and volume of the records held on the two CDs has been 

the primary cause of concern relating to this incident. The CDs 

contained highly sensitive information and there is a potential risk of 

the information falling into the wrong hands and being used for criminal 

purposes. No incidents of this have been reported to this investigation, 

and there have been no reports of any of the information being used to 

practice any form of identity fraud or other similar criminal activity.   

206. A breakdown of the records has been obtained, which illustrates the 

range of sensitive information contained on the CDs. The CDs held the 

live records of the entire Child Benefit system, which amounted to 7.5 

million records consisting of approximately 25 million names. This 

included the names of parents and children from families that claim 

Child Benefit. A number of the records on the CDs are classified as 

'nationally sensitive cases'. These fall into a number of categories.  

 207. The Child Benefit Computer System allocates reference numbers in a 

purely sequential order. None of the nationally sensitive records can 

be identified by their reference number. When they are first received, 

all records are classified as unrestricted and only later re-assigned as 

nationally sensitive. This means they that are not given a unique 

reference number. Therefore, all nationally sensitive records are 

distributed throughout the 7.5 million Child Benefit records. 

208. The lost CDs contained approximately 335 nationally sensitive 

records. However, it is impossible for anyone who may view the data 
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to differentiate between unrestricted and nationally sensitive records. 

209. Each record includes the following details: National Insurance number, 

surname, first name, home address, address abroad, date of birth, 

date of death, gender, bank sort code, bank account number, bank 

account type, method of payment, and the ACT/direct payment 

account holder's name.     

 

Computer forensic analysis 

210. As part of the Metropolitan Police Service investigation, a forensic 

analysis was commissioned. This involved examining all the 

computers associated with the creation, handling and transfer of the 

two CDs to the NAO. 

211. The analysis and findings focused on the standalone computer in the 

secure room in the Compliance Team and on the desk top PC used by 

Employee J in the IMS office. The analysis is detailed enough to 

identify the successive attempts on the standalone computer to burn 

copies of the data to CDs during the relevant days in October 2007. 

212. Using this method, the Metropolitan Police Service determined that the 

CDs posted from the HMRC office in Washington on 18 October 2007 

are still missing and unaccounted for. The forensic computer analysis 

also confirms the accounts given by Employee R, Employee T and 

Employee V when they describe how they went about creating the 

CDs following Employee J’s request. 

213. It also confirms the accounts given by Employee I, Employee K, 

Employee T and Employee J in which they describe the steps taken to 

provide duplicate CDs on 24 October 2007. 

 

HMRC security policies 

214. HMRC's Departmental Security Standards Manual (DSSM) is stored 

on the organisation's intranet. It sets out HMRC's security policy, its 
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security objectives, and the security standards that must be applied by 

everyone handling Departmental assets. Used here, the word 'asset' 

includes data. 

215. HMRC also has an Information Disclosure Guidance (IDG) manual, 

which provides specific direction on the circumstances in which 

information may be disclosed outside HMRC, notably to other 

Government departments. 

216. Pursuant to Section 18 of the Commissioners for Revenue and 

Customs Act 2005, Revenue and Customs officials may not disclose 

information unless the disclosure falls within one of the exceptions of 

the obligation to confidentially set out in section 18. An example of this 

would be if there is a statutory gateway that permits disclosure.   

217. There is a specific IDG dealing with the provision of information to the 

NAO. 

218. Although this guidance is documented and available on the HMRC 

intranet, this investigation found that, in practice, most staff had a 

distinct lack of working knowledge about how these guidelines should 

be implemented in the workplace.  

219. All members of HMRC staff interviewed during this investigation were 

asked about their knowledge of security guidance, data security 

protocols, Government Protective Marking Schemes, disclosure of 

information procedures and security issues concerning the transfer 

and handling of data. The responses consistently demonstrated a lack 

of working knowledge of any of these important principles. They also 

highlighted the lack of purposeful HMRC training or initiatives to raise 

staff awareness of these issues.  

 
Removable Media Storage Strategy 

220. During our review of all papers provided by HMRC at the beginning of 

this investigation, reference was found to a draft Removable Media 
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Computer Media Management Strategy. The detail of the strategy was 

relevant to the circumstances of the loss of the two CDs. Further 

enquiries led us to a member of HMRC staff called Employee Y.  

 
Employee Y 

221. Employee Y had previously been employed as Head of Information 

Assurance. He was developing a risk management process for HMRC 

arising from information assurance strategies driven by the Cabinet 

Office.  

222. In 2007 he was given responsibility for writing a security strategy. This 

was to be written from a technological point of view. One feature was 

the handling of removable computer media storage – for example, 

computer disks, memory sticks, laptops and removable hard drives. 

The draft strategy had been written and was moving through line 

management structures, leading to approval and dissemination 

through all HMRC Directorates by October 2007.  

223. However, the draft had only been submitted through the approval 

process on 16 October 2007. Therefore, it was not in place at the 

material times of the data loss referred to in this report and the HMRC 

staff involved in the loss would not have been in a position to comply 

with it. 

224. The draft strategy stated the need to obtain authority from the data 

owner before passing it to an external organisation. It also stated that 

any data marked as PROTECT or RESTRICTED under the 

Government Protective Marking Scheme must be encrypted. 

225. A section of the strategy refers to high risk removable media devices, 

particularly those that constitute a higher risk because of their small 

size, ease of use and high storage capacity. 

226. Had this strategy been in operation at the time of the loss of data, and 

had staff adhered to it, it would have had huge relevance to the two 
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CDs being created, handled and transferred to the NAO. 

227. This strategy has been included in the raft of new security measures 

adopted by HMRC since the data loss was reported.  

228. In addition, Employee A explained his role in connection with data 

ownership and data protection. He explained that he was the data 

guardian for the tax credits system, but that he felt there was no 

framework within which to operate, discharge the duties and exercise 

authority. He had made his own attempts to raise these concerns so 

that the Department could address the data governance problems, 

including who owns data and who is responsible for protecting it.   

229. Employee A described how he had requested that an entry be made in 

the Benefits and Credits Directorate Business Plan in 2006/07 in order 

to raise the profile of the lack of a data governance framework.  

230. Employee A acknowledged that although security policies did exist, 

they were probably invisible to many of HMRC staff. 

231. HMRC staff interviewed as part of this investigation consistently 

reported difficulty in accessing relevant policies on data security.   

 

Data Protection Act 1998 
 232. The Child Benefit records held by HMRC fall into the category of 

personal data as defined by the Data Protection Act. Therefore, they 

are subject to the principles of the Act. Personal data is data that 

relates to a living individual who can be identified from the data, or 

data in the possession of, or likely to come into the possession of, the 

data controller. 

233. Data controller means: 

A person who …. determines the purposes for which, and the 

manner in which, any personal data are to be processed.   

234. It is important to establish whether someone is a data controller 
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because it is data controllers who are required to comply with the 

principles of the Data Protection Act. 

235. A data controller must be a legal person. The term refers not only to 

individuals, but also to organisations such as companies and other 

corporate and unincorporated bodies of persons. 

236. For the purpose of this investigation, HMRC should be recognised as 

the data controller in this corporate sense. 

 
Data protection principles 

 237. The Data Protection Act contains eight data protection principles, 

which data controllers are required to comply with. They are 

sometimes referred to as the principles of 'good information handling'. 

Where exemptions do not apply, the principles apply to all personal 

data processed by data controllers. 

238. When considering the principles it is worth remembering the wide 

definition of 'processing' contained in the Act and, in particular, the fact 

that the term includes 'obtaining' and 'disclosure' of the data. 

239. The circumstances of this incident of data loss and this investigation 

bring into sharp focus the third and seventh principles of the Act.    

 
 

Third principle 

Personal data shall be adequate, relevant and not excessive in 

relation to the purpose or purposes for which they are 

processed. 

240. In complying with this principle, data controllers should seek to identify 

the minimum amount of information that is required to fulfil their 

purpose. This will be a question of fact in each case. 
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241. The data provided to the NAO contained all of the Child Benefit 

records in their entirety. This was despite the fact that only certain 

information had been requested. 

242. Similarly, the NAO had also requested that the sensitive personal 

detail in each record be stripped away, as they did not need it and it 

served no genuine purpose in the audit process. Providing the NAO 

with the entire Child Benefit records may be considered to be a form of 

disclosure within the term 'processing' as defined by the Act. The 

volume of data provided may be deemed to have been excessive for 

the purpose for which it was required. 

243. This third principle applies equally to the CDs containing the data 

being disclosed in March 2007 and later in October 2007. 

 
Seventh principle 

Appropriate technical and organisational measures shall be 

taken against unauthorised or unlawful processing of personal 

data and against accidental loss or destruction of, or damage to, 

personal data. 

244. This responsibility clearly remains with HMRC as the data controller.  

HMRC has a responsibility to ensure that the measures taken provide 

a level of security appropriate to the harm that might result from a 

breach of security, and to the nature of the data to be protected. 

245. HMRC as data controller must take reasonable steps to ensure the 

reliability of staff who have access to the personal data. 

246. There are weaknesses in the way that the two CDs containing the data 

scan were handled from the point at which they were generated by 

EDS, to the way in which they were transferred within HMRC to the 

Compliance Team. Staff did not seem to have access to any 

recognised protocols or clear guidelines to guide them in handling and 
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protecting this sensitive data. 

247. This was exacerbated by the arrangements made to provide the data 

to the NAO auditors, and by the method chosen to deliver the data to 

the NAO office in London in October 2007. Both created a serious risk 

of loss, which was inappropriate to the highly sensitive nature of the 

data in question. 

248. Under principle seven, the data controller is required to consider and 

understand risk assessments and risk management techniques. They 

must also understand the vulnerability of the system to these threats, 

and put in place measures to reduce and manage any risks.  

249. This investigation has highlighted the absence of any visible security 

controls in the handling of the data provided to the NAO in March 2007 

and October 2007.   

 

Data Protection Act 1998, Section 55 

250. The immunities referred to earlier in this report were drafted in respect 

of Section 55 of the Act. This covers offences relating to knowingly or 

recklessly, without the consent of the data controller, obtaining or 

disclosing personal data, procuring the disclosure to another person,  

and the unlawful selling of data. 

251. This investigation has not identified any evidence that criminal 

offences were committed in connection with the disclosure of the data 

to the NAO. In any event, the immunities clearly cover those named in 

them who were involved in the circumstances leading up to the loss of 

the two CDs.  

252. This investigation has examined the part played by all the personnel 

referred to in this report. It found that where their actions and decisions 

may have breached the principles of the Data Protection Act, this was 

the result of a lack of understanding of such principles, and of the 

absence of any daily working practices concerning data security. 
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253. Although members of staff had endeavoured to be efficient and 

productive in assisting the audit in March 2007 and October 2007, in 

different ways the urgency with which the data was needed by the 

NAO overrode any thoughts about the scale of the data being 

disclosed.  The urgency became the element that concerned staff 

most rather than the highly sensitive nature of the detail in each 

record, and the need for robust and effective security of the data while 

it was being transferred.  

254. What ensued was more of an improvised and ad hoc means of 

completing the task of obtaining the data and providing it to the NAO. 

Staff seemed to have no recognisable appreciation of the way in which 

their actions were governed by the provisions of the Data Protection 

Act.    

 

Immediate and long-term improvements put in place 
by HMRC 

255. This section refers to the measures taken by HMRC to raise the 

standards of security involved in processing, exchanging or 

transmitting any customer-related data. 

256. Immediate steps were taken and a series of memos were circulated to 

all managers and staff. These reminded everyone of their personal 

responsibility for security and provided guidance about raising data 

security standards. Guidance was also given about how to assess the 

need for any transfer of data either within HMRC or outside the 

Department.  

257. Any such transfers must have the written approval of a Director, and 

an audit trail must be recorded. Data ownership was reviewed and 

data guardians were appointed in each Directorate. Physical building 

security was updated, and systems to encrypt information stored on 

laptops were being provided. 
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258. Sustainable measures have been introduced, including the publication 

of a booklet about data security. This has been issued to every 

member of HMRC staff. It contains the 'golden rules' of data security, 

and information about practical security considerations in the office 

and while travelling. It also contains detailed information about the 

Government Protective Marking Scheme, and the steps necessary to 

protect data in accordance with its security marking. 

259. Data transfer is explained clearly, along with important considerations 

relating to the need to transfer data, the legal power and authority to 

transfer data, and the need for secure practical arrangements for any 

transfer.   

260. Finally, HMRC arranged a number of half-day data security 

workshops. These will run until June 2008. The purpose of these 

workshops is to communicate the importance of data security, ensure 

that the rules concerning data security are followed, and develop 

understanding of the rules that apply in day-to-day work. 

261. Attending one of these workshops is mandatory for all staff. 

Attendance is recorded and non-attendance is followed up. 

 

Conclusions 

March 2007 audit 

262. The early action of HMRC staff to assist and facilitate the audit was 

well-managed. Staff supported the audit by collating all the material 

requested by the NAO, despite no clear written plan being in place at 

the time. 

263. Emphasis was placed on an audit strategy document, but this does not 

appear to have been in place at the time of the first visits by auditors to 

Waterview Park in Washington. If an audit plan was available, it was 

not seen by HMRC staff in Washington. Without it, they lacked a clear 
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understanding of the range of material and information required to 

assist the audit. 

264. It is not clear whether HMRC staff understood the reasons behind the 

NAO's request for data. This remained the case during discussions 

about providing specific data from the Child Benefit records.  

265. The highly sensitive nature of the data held on the two CDs was, 

surprisingly, appreciated by only a very few members of HMRC staff. 

Even though those who had concerns did voice them, no attempt was 

made to clarify the position relating to authority levels and physical 

protection of the data during transfer. 

266. Even the staff who had direct responsibility for handling the data as 

part of their duties did not demonstrate a clear understanding or 

knowledge of how to protect the data at the highest possible level. 

There was a lack of appreciation of the data protection principles 

contained in the Act.  

267. The NAO's decision to complete their own data sampling, which 

required a specific scan of the data, does not appear to have been 

communicated effectively to the HMRC staff charged with facilitating 

the audit. The reasons why such substantive sampling by the NAO 

was required as part of the audit do not appear to have reached staff 

in HMRC. No one in HMRC recognised the scale of the data being 

transferred, nor did they appreciate the need to reconsider how the 

data should have been protected during transfer to the NAO. 

268. The reluctance by HMRC staff to reduce the data to a more 

manageable size when the NAO first requested this seems to have 

contributed to the chain of events and failures that followed. The 

request to remove the personal details from the data is in keeping with 

the third principle of the Data Protection Act. If these details had been 

removed the volume of data required for the audit would have been 

reduced to a more manageable size.  
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269. It is not clear what, if any, authority was given for the two CDs to be 

given to the NAO. It seems that the sense of urgency around providing 

the data may have led HMRC staff to prioritise the delivery of the CDs 

over the need for appropriate security measures to protect them from 

risk. 

270. The precedent set by the March 2007 audit appears to have influenced 

the actions of some staff members when the October 2007 audit 

began and the NAO again requested data. 

October 2007 audit 

271. Despite a SPOC being appointed to facilitate this audit, direct 

approaches were made to HMRC staff by NAO staff trying to obtain 

the data they needed to carry out the audit. 

272. The direct approach made to Employee J by NAO Employee 2 when 

he requested the data scan was a key departure from protocol. NAO 

Employee 2 had initially contacted the SPOC with this request, but the 

email he received as a response encouraged him to contact Employee 

J directly in order to agree how the results of the data scan would be 

provided. This request set off a chain of events, which ultimately led to 

the CDs being dispatched by post, from which point on they were lost. 

273. The main contributory factors in the decision about how the CDs 

should be delivered to the NAO were: a lack of day-to-day awareness 

and understanding of data security principles within HMRC at 

Washington, a lack of training, and a lack of knowledge of polices and 

procedures associated with data security. 

274. These factors led to a decision being taken on the basis of the urgency 

with which the data was needed by the NAO. A practical, pragmatic 

approach was taken to completing the task required. This meant that 

there was no focus on prioritising data security. 

275. Data controller responsibilities are not clearly demonstrated in the 
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workplace. Our investigation found no visible management of data 

security at any level.       

 

Recommendations 
 276. This report does not seek to make detailed recommendations, nor 

does it comment on the developments needed to ensure that HMRC's 

systems and practices meet the challenges involved in modern-day 

data handling. This approach has been adopted in light of the 

comprehensive investigation carried out by the Kieran Poynter team, 

which concluded by making a series of detailed recommendations. 

Save for the specific matters set out below, we do not feel it would 

serve any useful purpose to repeat here matters that are dealt with in 

the Poynter Report.   

Recommendation 1 

277. HMRC should review and develop a strategic working relationship with 

the NAO in respect of any audit of its Resource Accounts. HMRC 

should implement a strategy of communicating the detail and 

requirements of an audit to HMRC staff in order to facilitate audit work.  

 
Recommendation 2 

 278. HMRC should review the security controls and protocols associated 

with generating large volumes of data, and the subsequent handling of 

that data in whatever format both internally and on disclosure outside 

the organisation. 

 
Recommendation 3 

 279. HMRC should develop a data security strategy, training strategy and 

communication strategy for all HMRC staff to raise awareness and 

understanding of data protection and data security, in line with the 
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principles of the Data Protection Act. 

 
Recommendation 4 

 280. HMRC should review and develop its role and responsibilities as data 

controller within the meaning of the Act in order to demonstrate a 

management commitment to information security throughout the 

organisation. 

 
Recommendation 5 

 281. Consideration should be given to sharing this investigation report with 

the Information Commissioner, who is responsible for data protection 

issues under the Act. 

 
Recommendation 6 

 282. Where breaches of security are discovered HMRC should report these 

promptly in order that any remedial or recovery action can be taken. 

This did not occur in this particular case. 
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 Appendix A :  

Glossary of key terms and abbreviations 
CBCS Child Benefit Computer System 

 
CBO Child Benefit Office 

 
Directorate  Business unit within HMRC 

 
DPP Director of Public Prosecutions 

 
DSSM  Departmental Security Standards Manual 

 
DWP Department for Work and Pensions 

 
EDS  Electronic Data Systems Limited, a third party IT 

services supplier 
 

HMRC Her Majesty’s Revenue and Customs 
 

ICO Information Commissioner’s Office 
 

IDG  Information Disclosure Guidance 
 

IMS  Information Management Solutions 
 

IPCC  Independent Police Complaints Commission 
 

KAI Knowledge, Analysis and Intelligence 
 

MPS Metropolitan Police Service 
 

NAO National Audit Office 
 

PRA Police Reform Act 2002 
 

PWC / Poynter 
review 

PricewaterhouseCoopers commissioned by the 
Chancellor  
 

SPOC Single/ Specific Point of Contact 
 

Tax Post Internal post system at HMRC operated by TNT 
 

TNT Third party logistics company operating the HMRC 
internal post 

URAC User Requirement and Acceptance Criteria  
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Independent Police Complaints Commission 
90 High Holborn 
London 
WC1V 6BH 
 
Phone: 08453 002 002 
Fax:  020 7404 0430 
Minicom: 020 7404 0431 
Email: enquiries@ipcc.gsi.gov.uk 
Website: www.ipcc.gov.uk 
 


